GETTING THE CYBER TIGER BY THE TAIL
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CYBERNB

CYBERSECURITY EPICENTRE
FOR CANADA

Enterprise Programme Management
Cybersecurity or Economic Development?



WHAT AM | GOING TO TALK ABOUT

 What types of Programme are there and how to recognize on
e Key Principles for CyberNB type of Programme

 Why Portfolio Management principles count

e Managing the Scope — or Going with the flow
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TYPES OF PROGRAMME

e Vision Led

* Has come into existence to deliver a clearly defined vision created and owned by
the executive of the organization

e top down cross functional , innovation or strategic opportunity, translation of political priorities

* Emergent

e Evolves from concurrent, uncoordinated projects + is transitory + becomes a
programme when vision, context and direction defined

e Compliance
e Organization has no choice and 'must do'

e typically result of external event, legislation + outcomes expressed in terms of compliance rather than
measurable improvements in performance
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VISION
That CYBER NEW BRUNSWICK will position New

Brunswick as the National Epicentre for Cybersecurity

That CYBER NEW BRUNSWICK in 2021 is to be a
leader in Canada of economic and social value
through a secure cyberspace: Creating dynamic
growth and sustained investment in NB industry and
a thriving workforce development for information
security experts and technologists.
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CYBERNB PRIORITIES

Innovation Education

Support the creation and growth of
innovative cybersecurity technologies
and industry cluster in NB 7

Develop a cybersecurity educational
pipeline to train new information security
N experts and accelerate workforce

Cy b er N B development

W,

Leadership Communication

Advance Cybersecurity policies to position Ensure the sustained growth, investment
NB for enhanced National Leadership and future competitiveness of NB’s

cybersecurity industry
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KEY PRINCIPLES

e Recognise our limitations, Partnering is Key
* International Cybersecurity Protection Alliance (ICSPA)
* |IBM, Company xyz. etc...

 Focus and lead in cybersecurity policy, innovation and industry
e Contribute across Canada and Internationally
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THE CHALLENGE

* Build on Government of NB’s first move in creating a Cybersecurity Strategy

e Working in Collaboration
 Multiple Stakeholders

e Government — Multiple Levels

e Provincial & Federal

e Academia — Multiple levels
e K-12
e CCNB /NBCC/ Private colleges

* University

 Industry — Multiple levels

 Local, National and International
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PROGRAMME / PORTFOLIO MANAGEMENT ?

e Each component is an initiative or Programme in their own right.
 Focus on the benefits expected from each component,

e The timing and order of magnitude estimate (bracket to manage expectations)

Cost of Delay calculations

e Define the Value proposition for the stakeholders
e Map interdependencies of benefit delivery

e Governance is key for decision making
e Plan at hlgh levels (5 Bold Steps / Game Plans — Grove Model)
e Communication and Stakeholder Engagement
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CYBERSMARTNB

 Focused development of a cybersecurity pipeline and
accelerate workforce dev. (1100 ICT/400Sec per yr.)

e Creation of Cyber Academy - Purpose built cybersecurity
centre of excellence in education from k-12 to Continuing
education with relevant qualifications

e PBL, Public and Private partnerships/investment
e World class curriculum

e Basic developer/SOC skills to ‘Generals’ of international
cybersecurity

e New professional designation program
e Certification of institutions for training delivery
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Actions / Projects

Project output or
enabler

balancing by CCR
Requirements

Engage with NB
Organizations to
identify their PM
education needs

Create an annual list of
themes and subjects for
PDU attainment

Create momentum and
commitment to the vision amongst
individuals and NB organizations

CYBERSECURITY EPICENTRE
FOR CANADA
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Initiatives to change the

organization

‘ Outcome & measure

These provide Input measures

=

Business Change
(Outcome)

Strategic
Objective

Established Set of
Success Factors based — Share knowledge

on PMI Research and good practice

Established
Remote Access to
live events

T~

Recognize the benefits of
project management at board
level

f

Gain recognition for the
benefits of project
management offers
businesses'

Dis-Benefit

Making Available
affordable
professional
development

Requires more volunteer time

Increase
Membership
Retention to 80%

Increased number of
PD opportunities

Recognize,
celebrate, promote
and learn from

success
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VALUE PROPOSITION

CyberNB is the entity focused on executing a deliberate action plan to build upon New Brunswick’s world-
class industry cluster to enhance workforce development, education and cybersecurity research and will
do so through:

e CyberSparkNB is the creation of the physical and digital infrastructure for the service delivery of an industrial

cluster of national and international brands drawn to New Brunswick to leverage the synergies of the over-
arching CyberNB strategy.

e CyberinnovateNB is a Dragon’s Den environment for innovation and collaboration whereby New Brunswick-
based industrial members get first option on IP.

e CyberSecureNB is focused on securing an environment of privacy, safety and reliability for citizens,
government, and business. An essential component of this is Cyber Essentials.

e CyberSmartNB is a purpose-built leadership and workforce development strategy to support the CyberNB
over-arching strategy.
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VALUE PROPOSITION - LOWER

1. The initiation and delivery of the XXXXX Program within Canada will cement GNB as a Leader in Canada
in cybersecurity. Demonstrating a move from strategy to delivery;

2. GNB will be clearly seen as leading and raising the bar in awareness of cybersecurity in New Brunswick,
the Maritimes and Canada;

3. The YYYYY body generates revenues that can be retained and invested in other CyberNB projects with
the approval of Opportunity NB’s board of directors without requesting more capital from GNB;

4. Successful implementation will attract other funding from a variety of sources;

5. Because New Brunswick will be seen as a leader in this space, additional companies will be attracted to
the province to locate and grow the business here; and,

6. Jobs — the launch XXXXX Program from New Brunswick will (estimates based on the UK experiengenerate
five FTE technology jobs for every 100 companies in the program.
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FIVE BOLD STEPS 1 CyberSparkNB

@VISION

» Value Propositions to entice
companies

Uber SOC

Canadian

. : for NB Cybersecurity
+ Identified Funding for Critical Centre
Construction Infrastructure

Financial
&
Technical

20
organizations
within SoC

". Ill >
“ @Mission”
MUti Structured i Multi-Sector Par’f;hat
houses organizations working and —
collaborating on Cybersecurity through
secured infrastructure —

» Workforce that covers all
levels T not just grade students

e Immigration - Target Now

Contribute to

- . E-Health
Cyber workforce .
’ Target _.II__J_ w. Services
e —— 5. Certification & Test Lab

4. Critical Infrastructure SoC

3. Canadian Cybersecurity Centre

» Federal
* not able to announce

2. Centres of Excellence x3 (Fin Int; Def & Aero; Tech & Innov)

* Land Inventory

Services Centre

* Marketing Campaigns

e Labour Force Story

* Identify anchor organizations

 Certification & Testing Facility

* Multiple Sectors
o Financial Institutions
o Defence & Aerospace
0 Technology and Innovation

® o
C __hh—_h_'-—-__
- £S
e Tax restrictions
» Time critical

» Cgmpeting with other Jurisdictions

* Provincial )
« EMO 1. Cyber Essentials * Envi mental restriction
* Private ) BOLD STEPS * Identifyirrg Management Structure
« (Academia * Talent Shortage
@ VALUES
e Collaboration e Client First Focus

» Deliver Value for Money for GNB
» Deliver Value for Clients
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ROADMAP T Cyber Essentials

David Whelbourn

@ MILESTONES/DATES

DEC 31 | | JAN 31 |
@ ACTIVITY
TRACKS MEC Approved } + Recruit Team } * SOPs
Business Plan | « Establish Team '@ « KPI/BSC Def
ORGANIZATION Approved .« Comms "« Financials
Job - PDQ ! :
ACTIVITY e Draft Leg
.« Comms

Claude Innes
OWNER

Phase | Ijesign, Build and Establish

TN T N

Y,

| FEB28 |

* Model Office Test

Process
Establish Initial
Operating
Capability

MAR 31

OVERALL OWNER

F " e

| MAY 31 |

"‘“x Fan

| APR30 |

* Marketing Wave 2

* KPI Reporting

—
[ Junso |

b e e ‘x__f N S N’ ‘x__f’

» TBD by Operating Team

r "““u

| JUL 31

Phase Il Operate, iMeasure and Optirhize

@ OVERALL
GOALS

 Establish CyberNB

 Establish Cyber
Essentials Service

- Start Accreditation * SOPS etc

i-Train cB’

ACE Practitioners

s Cantify dst
Organizations

¢ ldentify Wave 2 Clieints

» 3-4 Certifying
Bodies

7,000 certified Orgs

e TCH Canadianized

» Secure Supply
Chain

CE Accreditation + Training |« AB Training ! ! !
| | A i+ Recruit Wave 1 ! I i . ; ,
ACTIVITY » Document Roles & | « Recruit Initial ! Clients * Wave 1 Client Certification el dentify Wave 2 CB’'s
. R i CcB’ i i i i
. ! esp ! S |« Prepare 1%t *lLessaons Learned (CB’' s
David Whelbourn * Guidance .+ CyberNB | Customers . Lessons Learned Clients ‘
OWNER | | Accredited
Phase | Build and Establish Phase Il Deployment Waves, Measure and Optimize
Identl(l}/ '« Transiton TCH * Localization '+ Model Office * Initial Operating Capability 3 * System Testing '« Model Office
Canadian current version | Canadianized . Testing } ' Phasell . Testing Phase
The Cyber Highway Legal Reqmnts | cioplish Initial lated |« Establish i
ACTIVITY 'de”“fy Hosting Hosting ¢ Translate ' Production |+ Release Phase
Option : Environment » System Testing Environment
NAME
OWNER ! ; 3
Phase | Transition and Deploy | Phase Il Development - Upgrade
A P Recrumng ) erlg hcements ) I\R/Iarketmg |
. essive * Process ¢ u esources -
T%‘? line Constrained Timelines — )

e ————eeee « Team Rejiiei/”/_
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GOVERNANCE

Jobs Priority
Delivery Unit

Opportunity New
Brunswick

CyberNB

Canadian Inst.
Cybersecurity

CyberSmartNB CyberSparkNB CyberSecureNB

CyberinnovateNB
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MAINTAIN LOOSE PROCESS TO START

e Don’t burden with PM rigour

e Scope Management

e Programmes are to embrace change, keep scope flexible, be prepared to
add new projects as benefit opportunities arise

e Remember to include Operations
 Fixed Delivery Dates + Rolling Wave planning approach
e Stage Gates
e Standard Lifecycle
* |ssue Management
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REMEMBER!

It is all about people!
Your team deliver the success

You just facilitate it

CYBERNB

EEEEEEEEEEEEEEEEEEEEEE
AAAAAAAAA

Opportunities |OpportunitésNB



23

REMEMBER!

It will not all stick first time

Be Persistent
and remember

Patience Is a virtue

(even if PM’s don’t have any)

CYBERNB
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FINALLY REMEMBER!

Keep Your Sense of Humour!

CYBERNB
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